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This document provides you step-by-step instructions on how to change the IE settings in your MS
Internet Explorer 7, 8 &9.

For IE 7 and IE 8 settings:

+* Open Internet explorer click on Tools on status bar and then select Internet options
from dropdown.

7

+* Now select “Security” tab.

Internet Options

Generalj Security | Privacy | Content | Connections | Programs | Advanced |

$§I§cl; a zone ko view orichapge security settings.

\ig 4
t

Local intranet Trusted sites  Restricted
sites

Internet

0 This zone is for Internet websites,
except those listed in trusted and
restricted zones.

Security level for this zone
allowed levels for this zone: Medium to High

Medium
- Prompts before downloading potentially unsafe
content
L - Unsigned ActiveX controls will not be downloaded

[ Custom level... ][ Default level ]

[ Reset all zones to default level ]

I OK ][ Cancel ]

% Click on “Custom level” then it opens a popup Security Settings — Internet Zone.
% Inthat popup configure below settings.
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Security Settings - Internet Zone

Settings

&% .NET Framework -
&% Loose xamL
O Disable
(® Enable
O Prompt
&% XAML browser applications
O Disable
(® Enable
O Prompt
&% XPS documents
O Disable
(® Enable
O Prompt
@ .NET Framework-reliant components

;2 ] Permissions for components with manifests 3

N Nicshla —
< \ >

*Takes effect after you restart Internet Explorer

Reset custom settings

Resetto: | Medium-high (default) V} [ Reset... ]

I OK ][ Cancel ]
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Security Settings - Internet Zone

Settings

& .NET Framework-reliant components -~
s 1
O Disable
(® High Safety
& Run components not signed with Authenticode
O Disable
(® Enable
O Prompt
@ Run components signed with Authenticode
O Disable
(® Enable
O Prompt
¢, ActiveX controls and plug-ins
¢, Allow previously unused ActiveX controls to run without prom

(® Disable
M Fnzhla
< | >

*Takes effect after you restart Internet Explorer

v

Reset custom settings
Resetto: [ pegium-high (default) v [ Reset.. |

[ OK ][ Cancel ]
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Settings

<

O Enable A
B low scritets | *
(® Disable
O Enable
O Prompt
¢ Automatic prompting for ActiveX controls
(® Disable
O Enable
¢, Binary and script behaviors
(O administrator approved
O Disable
(® Enable
¢, Display video and animation on a webpage that does not use
(® Disable
O Enable

! Neawinlaad cianad AckivaY canbrale —

*Takes effect after you restart Internet Explorer

Reset custom settings
Resetto: [ pegium-high (default) v [ Reset.. |

I OK ] [ Cancel

J
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Security Settings - Internet Zone

<

Settings

L)) Download signed ActiveX controls -~
O Disable
O Enable {not secure)
® Prompt (recommended)

¢, Download unsigned ActiveX controls
(® Disable (recommended) -
O Enable (not secure)
O Prompt

¢, Initialize and script ActiveX controls not marked as safe for s
(® Disable (recommended)
O Enable (not secure)
O Prompt

¢ Run ActiveX controls and plug-ins
O administrator approved

O Disable
m Frahla

| £

*Takes effect after you restart Internet Explorer

Reset custom settings

Resetto: [ pedium-high (default) v| [ Reset.. |

[ OK ] [ Cancel

]
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Security Settings - Internet Zone

Settings

LI Run ActiveX controls and plug-ins -~
(O administrator approved
O Dpisable
(® Enable
O Prompt

¢, Script ActiveX controls marked safe For scripting*
O Disable B
(® Enable
O Prompt

&% Downloads

@3 Automatic prompting for file downloads
® Disable
O Enable

&% File download
O Dpisable

(3 Frshla
< \ >

*Takes effect after you restart Internet Explorer

(€

Reset custom settings
Resetto: | Medium-high (default) v [ _Reset.. |

[ OK ][ Cancel ]
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Settings

CadqFile download

O Disable
(® Enable
&% Font download
O Disable
(® Enable
O Prompt
&% Enable .NET Framework setup
O Disable
(® Enable
£& | Miscellaneous
& | Access data sources across domains
(® Disable
O Enable
O Prompt

& Allaw META DEFDFCH

<

[£4

*Takes effect after you restart Internet Explorer

Reset custom settings

Resetto: | Medium-high (default) v

[ Reset... ]

J

Cancel

J
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Security Settings - Internet Zone

Settings

<

V-] Allow META REFRESH -~

(O Disable
(® Enable
#& | Allow scripting of Internet Explorer web browser control
(® Disable
O Enable
#& | Allow script-initiated windows without size or position constrz
(® Disable
O Enable =
#& | Allow webpages to use restricted protocols for active conten
O Disable
O Enable
® Prompt
& | Allow websites to open windows without address or status b.

(® Disable
) Fnshla —
| >

*Takes effect after you restart Internet Explorer

Reset custom settings
Resetto: | Medium-high (default) VJ [ Reset... ]

[ OK ] [ Cancel

]
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Security Settings - Internet Zone
Settings
V-3] Allow websites to open windows without address or status b A
(3 Disable
O Enable
£ | Display mixed content
O Disable
O Enable
& Prompt
#& | Don't prompt for client certificate selection when no certificat
(® Disable
O Enable
#& | Drag and drop or copy and paste files
O Disable
(® Enable
O Prompt
£ | Include local directory path when uploading files to a server
(@) Nicshla Y
< ! >
*Takes effect after you restart Internet Explorer
Reset custom settings
Resetto: | Medium-high (default) v| [ Reset.. |
[ OK ] [ Cancel ]
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Security Settings - Internet Zone
Settings
g Include local directory path when uploading files to a server A
(®) Disable
O Enable
g Installation of deskkop items
O Disable

O Enable {not secure)

® Prompt (recommended)
# | Launching applications and unsafe files

O Disable

(O Enable {not secure)

(® Prompt (recommended) —
# | Launching programs and files in an IFRAME

O Disable

(O Enable (not secure)

® Prompt (recommended)

@ Mavinsta cuhFramac acvace diffavant damsine

< \ ?
*Takes effect after you restart Internet Explorer

[£4

Reset custom settings
Resetto: [ pegium-high (default) v [ Reset.. |
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Security Settings - Internet Zone @

Settings

® Prompt (recommended) PN
&
(® Disable
O Enable
O Prompt
#& | Open files based on content, not file extension
O Disable
(® Enable
& | Software channel permissions
O High safety
O Low safety (not secure)
® Medium safety (recommended)
£ | Submit non-encrypted form data
O Disable
(® Enable

(" Dvarnt

< ’ >

*Takes effect after you restart Internet Explorer

| €

Reset custom settings

Resetto: | Medium-high (default) V] [ Reset... ]

[ OK ][ Cancel ]
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Security Settings - Internet Zone @

Settings

V-3|Use Phishing Filter PN

(O Disable
(® Enable
#& | Use Pop-up Blocker
O Disable
(® Enable
g Userdata persistence
O Disable
(® Enable
& | Websites in less privileged web content zone can navigate in
O Disable
(® Enable
O Prompt E
= Scripting
& | Active scripting
) Nicahla =
< \ >

*Takes effect after you restart Internet Explorer

Reset custom settings
Resetto: | Medium-high (default) v| [ Reset.. |

[ OK ][ Cancel ]
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Security Settings - Internet Zone

Settings

<

=
=]

Scripting A
=0 Active scripting
O Dpisable
® Enable
O Prompt
& | Allow Programmatic clipboard access
O Dpisable
O Enable
® Prompt
& | Allow status bar updates via script
O Disable
® Enable
= | Allow websites to prompt For information using scripted wind
O Dpisable
® Enable

= Cevinkina AF 1aua annlake —

*Takes effect after you restart Internet Explorer

Reset custom settings
Resetto: [ pegium-high (default) v| [ Reset.. |

[ OK ] [ Cancel

J
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Security Settings - Internet Zone ®

Settings

O Disable PN
(® Enable

g Allow websites to prompt For information using scripted windg
O Disable
(® Enable

= | Scripting of Java applets
O Disable
(® Enable
O Prompt

82, User Authentication

82, Logon
O anonymous logon
(& aAutomatic logon only in Intranet zone
(O automatic logon with current user name and password
O Prompt for user name and password

< >
*Takes effect after you restart Internet Explorer

Reset custom settings
Resetto: | medium-high (default) v| | _Reset.. |

l OK ] [ Cancel ]

% Then click on “OK”.
< Now “Security” tab click on “Trusted Sites” then “Sites”

«» Add sites and then click on “Close”.
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Trusted sites gl

& You can add and remove websites from this zone. All websites in
'v" this zone will use the zone's security settings.

Add this website to the zone:
[ client.conrep.com ] [ Add ]
Websites:

*.conrep.com Remove

config.conrep.com

[T1Rrequire server verification (https:) for all sites in this zone

** Go to Privacy tab and click on Sites
% Type conrep.com and click on ALLOW
< Now click on OK
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Per Site Privacy Actions @

Manage Sites
€ ' You can specify which websites are always or never allowed to use
“@)> cookies, regardless of their privacy policy.
Type the exact address of the website you want to manage, and then click Allow
or Block.

To remove a site from the list of managed sites, select the name of the website
and click the Remove button.

Address of website:
“ ] Block

Allow

Managed websites:

Domain Setting

conrep.com Always Allow
Remove all

[ e

In the “Per Site Privacy Action” pop-up type “conrep.com” in the “Address of website” box.

R/
0'0

% Then click on “Allow” and then “OK”.
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Pop-up Blocker Settings @

Exceptions
Pop-ups are currently blocked. You can allow pop-ups from specific
[ Z | websites by adding the site to the list below.

Address of website to allow:

Allowed sites:

*.conrep.com
client.conrep.com
config.conrep.com

Remove all...

Notifications and filter level
Play a sound when a pop-up is blocked.

Show Information Bar when a pop-up is blocked.
Filter level:

Low: Allow pop-ups from secure sites v

Close

«» Add the sites *.conrep.com and client.conrep.com at address of website allow:

Pop-up Blocker FAQ

%+ Then in the Blocking level dropdown choose “Low: Allow pop-ups from secure sites”.
+» Click on Close.

NOTE: In the client.conrep.com Url client in the sense the sub-domain name which is provided to that
particular client.
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®,

< Now go to Programs tab and click on “Manage add-ons”.

Manage Add-ons @

R, View and manage add-ons that are.inslalled on your computer. Disabling or deleting add-ons might

& @ prevent some webpages from working correctly.

ST o that have been used by Intemet Explorer o)

Name = Publisher Status Type File
@ Adobe PDF Link Helper Adobe Systems, Incorpor... Enabled  Browser Helper Object AcrolEHelp
é] Diagnose Connection Pr... Enabled  Browser Extension
é] GpcContainer Class WebEx Communications Inc.  Enabled  ActiveX Control ieatgpc.dil
é] Groove GFS Browser H... Microsoft Corporation Enabled  Browser Helper Object GRASE1~]
;ﬁ Java(tm) Plug-In 2 5SSV ... Oracle America, Inc. Enabled  Browser Helper Object jp2ssv.dll
Lﬂ Java(tm) Plug-In SS¥ H... Oracle America, Inc. Enabled  Browser Helper Object ssv.dll
@ Research Enabled  Browser Extension
é] Send to Onehote Disabled  Browser Extension
é] Shockwave Flash Object  Adobe Systems Incorpora... Enabled  ActiveX Control Flash32_1
@ Windows Live Sign-in H... Microsoft Corporation Enabled  Browser Helper Object WindowsLi
Lﬂ Windows Messenger Enabled  Browser Extension
é] XML DOM Document Microsoft Corporation Enabled  ActiveX Control msxmi3.dll
< >
Settings Delete ActiveX
Click an add-on name above and TR Click the name of an
and then click Enable or Disable. B ActiveX control above and
[ then click Delete.
Download new add-ons for Internet E xplorer
Leamn more about add-ons

% Choose Toolbars and Extensions and Disable unwanted add-ons or toolbars.
*» Then choose “search providers” and remove all search providers except default one.
% Then click on close.
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% Go to Advanced tab and configure below settings.

Internet Options @

General | Security | Privacy | Content | Connections Programs] Advancedt

Settings

orm A
[[] always expand ALT text for images '
[T] Move system caret with Focus/selection changes
Reset text size to medium for new windows and tabs
Reset text size to medium while zooming*
Reset Zoom level to 100% for new windows and tabs
[=] Browsing
Automatically check for Internet Explorer updates
Close unused folders in History and Favorites*
Disable script debugging (Internet Explorer)
Disable script debugging (Other)
[] pisplay a notification about every script error
Enable FTP folder view (outside of Internet Explorer)
[¥] Enable page transitions v
< \ >

*Takes effect after you restart Internet Explorer

[ Restore advanced settings ]

Reset Internet Explorer settings
Deletes all temporary files, disables browser
add-ons, and resets all the changed settings.

Y¥ou should only use this if your browser is in an unusable state.

[ OK ][ Cancel ] Apply
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Internet Options @

General | Security | Privacy | Content = Connections Programs[ Advanced L

Settings

Enable page transitions A

[[] Enable personalized favorites menu
Enable third-party browser extensions*
Enable visual styles on buttons and controls in webpages
[[] Enable websites to use the search pane*
[[] Force offscreen compositing even under Terminal Server*
Motify when downloads complete
Reuse windows for launching shortcuts (when tabbed bror
[[] show Friendly HTTP error messages
[=] Underline links
® always
O Hover
O Never
[T Use inline AutoComplete v
< ‘ >
*Takes effect after you restart Internet Explorer

[ Restore advanced settings ]

Reset Internet Explorer settings
Deletes all temporary files, disables browser
add-ons, and resets all the changed settings.

You should only use this if your browser is in an unusable state.

[ OK I[ Cancel ][ Apply ]
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Internet Options

General | Security | Privacy | Content = Connections Programs] AdvancedL

Settings

Use most recent order when switching tabs with Ctrl+Tab
Use Passive FTP (for firewall and DSL modem compatibility
Use smooth scrolling
& | HTTP 1.1 settings
Use HTTP 1.1
Use HTTP 1.1 through proxy connections
[=] International*
Always show encoded addresses
Send IDN server names
Send IDN server names for Intranet addresses
Send UTF-8 URLs
Show Information Bar for encoded addresses
[¥] Use UTF-8 fFor mailto links
< \ >

*Takes effect after you restart Internet Explorer

€

S—

[ Restore advanced settings

Reset Internet Explorer settings
Deletes all temporary files, disables browser
add-ons, and resets all the changed settings.

You should only use this if your browser is in an unusable state.

[ OK ][ Cancel ][ Apply ]

Page | 23



CONREP

Psople | Process | Progress

Internet Options

' General | Security | Privacy | Content | Connections Programs[ Advanced L

Settings

Use UTF-8 for mailto links -~

| £/ Java (Oracle)
Use JRE 1.7.0_0S for <applet> (requires restart)
g Multimedia
Always use ClearType for HTML*
Enable automatic image resizing
Play animations in webpages*
Play sounds in webpages
Show image download placeholders
Show pictures
Smart image dithering
&é} Printing
[] Print background colors and images
i Search from the Address bar
< \ >

*Takes effect after you restart Internet Explorer

HEEEEE

£

[ Restore advanced settings ]

Reset Internet Explorer settings
Deletes all temporary files, disables browser
add-ons, and resets all the changed settings.

You should only use this if your browser is in an unusable state.

I OK I[ Cancel ][ Apply ]
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Internet Options

General | Security | Privacy | Content = Connections ProgramsJ Advancedt

Settings

/ Search from the Address bar ~

(O Do not search from the Address bar
(® Just display the results in the main window
5 Security
[C] allow active content from CDs to run on My Computer*
[[] allow active content to run in files on My Computer*
[[] allow software to run or install even if the signature is inv.
Check for publisher's certificate revocation
[[] check for server certificate revocation™
Check for signatures on downloaded programs
[[] Do not save encrypted pages to disk
Empty Temporary Internet Files folder when browser is clc
Enable Integrated Windows Authentication™®
[¥] Enable native XMLHTTP support v
< \ >

*Takes effect after you restart Internet Explorer

[ Restore advanced settings ]

Reset Internet Explorer settings
Deletes all temporary files, disables browser
add-ons, and resets all the changed settings.

You should only use this if your browser is in an unusable state.

[ OK ][ Cancel ][ Apply ]
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Internet Options @

General | Security | Privacy | Content = Connections ProgramsJ Advanced L

Settings

[[] check for server certificate revocation™® -~

Check for signatures on downloaded programs

[[] Do not save encrypted pages to disk

Empty Temporary Internet Files folder when browser is clc

Enable Integrated Windows Authentication®

[ @ Phishing Filter

Use S5L 2.0

Use S5L 3.0

[JuseTst1.0

Warn about certificate address mismatch*

Warn if changing between secure and not secure mode ‘

Warn if POST submittal is redirected to a zone that does n ‘
|

v

< >
*Takes effect after you restart Internet Explorer

[ Restore advanced settings ]

Reset Internet Explorer settings
Deletes all temporary files, disables browser
add-ons, and resets all the changed settings.

You should only use this if your browser is in an unusable state.

I OK ][ Cancel ][ Apply ]

<+ After all these settings restart Internet explorer.

% Clear the browsing history and cookies.

%+ Clear Temporary files from the system by following the below
Start>> Run >> “%temp%” type without quotes, and press ENTER.
Then Delete all the files in that folder.
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Follow the below for IE9 settings:

« There are two ways of going to settings

1. Open Internet explorer and click on settings&]. It will appear at the right top of the
browser.

S = | X

N >k T

(OR)

2. Open Internet explorer and press ALT button then it will shows option like Tools.
Click on Tools.

N @ aboutblank 0O ~ & X || @ Blank Page

File Edit View Favorites Bilele Help

Delete browsing history... Ctrl+Shift+Del
InPrivate Browsing Ctrl+Shift+P
Tracking Protection...

ActiveX Filtering

Diagnose connection problems...

Reopen last browsing session

Add site to Start menu

View downloads Ctrl+)
Pop-up Blocker 4
SmartScreen Filter 4

Manage add-ons
Compatibility View
Compatibility View settings
Subscribe to this feed...

Feed discovery »
Windows Update

F12 developer tools

Internet options

% Select the “Internet Options” in the dropdown.
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LD

General | Security I Privacy I Content I Connections I Programs I Advanced|

Home page

I/? To create home page tabs, type each address on its own line.
-
R |

about:blank

A

[ Use current ]

Use default

Use blank

Browsing history

£| .. Delete temporary files, history, cookies, saved passwords,
f ) and web form information.

|| Delete browsing history on exit

Delete... Settings ]
Search
p Change search defaults. Settings ]
Tabs
| | Change how webpages are displayed in [ Settings ]
—4 tabs.
Appearance
[ Colors ] Languages H Fonts [ Accessibility ]
OK Cancel Apply

% Select “Security” tab
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r

Internet Options

General | Security | Privacy | Content | Connections | Programs | Advanced |

Select a zone to view or change security settings.

@ &4 /v 0O

Internet Local intranet  Trusted sites Restricted sites

Trusted sites

J This zone contains websites that you
trust not to damage your computer or

your files.

Security level for this zone
Allowed levels for this zone: All
Medium

[:] content

Sites

Custom level...

- Prompts before downloading potentially unsafe

- Unsigned ActiveX controls will not be downloaded

|| Enable Protected Mode (requires restarting Internet Explorer)

Default level

Reset all zones to default level

OK

Cancel

Apply

Page | 29

CONREP

Psople | Process | Progress




Page | 30

®,
0’0

®,
0’0

Security Settings - Internet Zone

Settings

Click on “Custom level” then it opens a popup Security Settings — Internet Zone.
In that popup configure below settings.

&% .NET Framework
% Loose XAML

() pisable
@) Enable
() Prompt
@® XAML browser applications
() pisable
@) Enable
) Prompt
&% XPS documents
() pisable
@) Enable
() Prompt

e .NET Framework-reliant components

@) High Safety
< |

*Takes effect after you restart Internet Explorer
Reset custom settings

$r Permissions for components with manifests
() pisable

Reset to:

Medium-high (default)

v

| Reset..

OK

‘ Cancel

CONREP
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Security Settings - Internet Zone

I ———

Settings

S Run components not signed with Authenticode
() Disable
@) Enable
() Prompt
$r Run components signed with Authenticode
() pisable
@) Enable
() Prompt
@) ActiveX controls and plug-ins
@, Allow ActiveX Filtering
() pisable
@) Enable
¢, Allow previously unused ActiveX controls to run without pron
(@) Disable
() Enable
@, Allow Scriptlets
(@) Disable
<« | 1 | N

>

*Takes effect after you restart Internet Explorer

Reset custom settings

Resetto: | Medium-high (default) '] Reset...

(0]¢ ‘ Cancel

CONREP
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Security Settings - Internet Zone —— g - LEK

Settings

¢, Allow Scriptlets -
©[ETH
() Enable
() Prompt |
¢, Automatic prompting for ActiveX controls ‘ =
(@) Disable
() Enable
¢, Binary and script behaviors
() Administrator approved
() Disable
@) Enable
¢ Display video and animation on a webpage that does not use
(@) Disable
() Enable
¢ Download signed ActiveX controls
() Disable
() Enable (not secure) -
«| 1T | »

*Takes effect after you restart Internet Explorer

Reset custom settings

Resetto: | Medium-high (default) '] Reset...

oK ‘ Cancel
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Settings
)] Download signed ActiveX controls -
() Disable

() Enable (not secure)
(@) Prompt (recommended)
¢ Download unsigned ActiveX controls
(@) Disable (recommended)
() Enable (not secure)
() Prompt
¢/ Initialize and script ActiveX controls not marked as safe for <
(@) Disable (recommended)
() Enable (not secure)
() Prompt
@ Only allow approved domains to use ActiveX without prompt
() pisable
@) Enable
@ Run ActiveX controls and plug-ins
(©) Administrator approved v
<« | 1 | N

m

*Takes effect after you restart Internet Explorer

Reset custom settings

Resetto: | Medium-high (default) '] Reset...

(0]¢ ‘ Cancel
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Security Settings - Internet Zone —— gy - LX_‘

Settings

@) Enable ~
t)
() Administrator approved
() pisable
@) Enable
() Prompt
@, Script ActiveX controls marked safe for scripting™
() pisable
@) Enable
() Prompt
©* Downloads
¢* File download
() pisable
@) Enable
% Font download
() Disable
@) Enable -
<« | 1 | N

*Takes effect after you restart Internet Explorer

m

Reset custom settings

Resetto: Medium-high (default) v Reset...

0K Cancel
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Security Settings - Internet Zone —— gy

Settings

034 Font download

() Disable
@) Enable
() Prompt
©% Enable .NET Framework setup
() pisable
@) Enable
|| Miscellaneous
|| Access data sources across domains
(@) Disable
() Enable
() Prompt
__| Allow META REFRESH
() pisable
@) Enable
|_| Allow scripting of Microsoft web browser control
(@) Disable
<« | 1T |

m

*Takes effect after you restart Internet Explorer

Reset custom settings

Resetto: | Medium-high (default) ']

Reset...

OK

Cancel

CONREP
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Security Settings - Internet Zone

E————)

Settings

] Allow scripting of Microsoft web browser control -

(@) Disable
() Enable
|| Allow script-initiated windows without size or position constr
(@) Disable
() Enable
| Allow webpages to use restricted protocols for active conten
() pisable
() Enable
@) Prompt =
__| Allow websites to open windows without address or status b
@) Disable
() Enable
|| Display mixed content
() Disable
() Enable

@) Prompt -

|

1 | »

*Takes effect after you restart Internet Explorer

Reset

Reset

custom settings

to: Reset...

%

Medium-high (default)

0K Cancel

CONREP
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Security Settings - Internet Zone —— gy - LX_‘

Settings

] Don't prompt for client certificate selection when only one cef
(@) Disable
() Enable
|_| Drag and drop or copy and paste files
() pisable
@) Enable
) Prompt
|_| Enable MIME Sniffing
() pisable
@) Enable
|| Include local directory path when uploading files to a server @
@) Disable
() Enable
|_| Launching applications and unsafe files
() pisable
() Enable (not secure)
@) Prompt (recommended) v
<« | T | »

*Takes effect after you restart Internet Explorer

Reset custom settings

Resetto: Medium-high (default) v Reset...

0K Cancel
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Security Settings - Internet Zone —— gy - LX_‘

Settings

] Launching programs and files in an IFRAME -
() Disable
() Enable (not secure)
(@) Prompt (recommended)
|| Navigate windows and frames across different domains
(@) Disable
() Enable
() Prompt
|_| Submit non-encrypted form data
() pisable
@) Enable
() Prompt
__| Use Pop-up Blocker
() pisable
@) Enable
|| Use SmartScreen Filter
() pisable <
<« | 1 | N

*Takes effect after you restart Internet Explorer

m

Reset custom settings

Resetto: Medium-high (default) v Reset...

0K Cancel
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Security Settings - Internet Zone DD P— LSZ ,‘

Settings

] Use SmartScreen Filter -

() Disable
@) Enable
|_| Userdata persistence
() pisable
@) Enable
|| Websites in less privileged web content zone can navigate in
() pisable
@) Enable
() Prompt
&' Scripting
&' Active scripting
() pisable
@) Enable
() Prompt
&' Allow Programmatic clipboard access
() pisable
<« | 1 | N

m

1

*Takes effect after you restart Internet Explorer

Reset custom settings

Resetto: | Medium-high (default) '] Reset...

(0]¢ ‘ Cancel
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Security Settings - Internet Zone DD P— LSZ ,‘

Settings

9] Allow Programmatic clipboard access -

() Disable
() Enable
@) Prompt
& Allow status bar updates via script
(@) Disable
() Enable
&' Allow websites to prompt for information using scripted winc
(@) Disable
() Enable
'] Enable XSS filter
() pisable
@) Enable
&' Scripting of Java applets
() Disable
@) Enable
() Prompt -
<« | 1 | N

*Takes effect after you restart Internet Explorer

Reset custom settings

Resetto: | Medium-high (default) '] Reset...

(0]¢ ‘ Cancel

% Then click on “OK”
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“* Now “Security” tab click on “Trusted Sites” then “Sites”

r

Internet Options @ g

‘ '

General | Security | Privacy | Content | Connections | Programs | Advanced |

Select a zone to view or change security settings.

@ &4 /v O

Internet Local intranet  Trusted sites Restricted sites
Trusted sites
. . . Sites |
This zone contains websites that you
trust not to damage your computer or
your files.

Security level for this zone
Allowed levels for this zone: All

Medium
- Prompts before downloading potentially unsafe

B content

- Unsigned ActiveX controls will not be downloaded

|| Enable Protected Mode (requires restarting Internet Explorer)

Custom level... Default level

Reset all zones to default level

0K Cancel Apply
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r

Trusted sites R—— . —

You can add and remove websites from this zone. All websites
in this zone will use the zone's security settings.

Add this website to the zone:

client.conrep.com Add

Websites:

Remove

Require server verification (https:) for all sites in this zone

Close
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Trusted sites - — i

You can add and remove websites from this zone. All websites
in this zone will use the zone's security settings.

Add this website to the zone:
| Add

Websites:

*.conrep.com | Remove

client.conrep.com
config.conrep.com

|| Require server verification (https:) for all sites in this zone

Close

. A

NOTE: In the client.conrep.com Url client in the sense the sub-domain name which is provided to that
particular client.

%+ Then click on “Close”.
«*» Go to Privacy tab and click on Sites
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Internet Options

P X ]

| General | Security | Privacy | Content | Connections | Programs | Advanced |

Settings

Medium

Select a setting for the Internet zone.

- Blocks third-party cookies that do not have a compact

privacy policy

- Blocks third-party cookies that save information that can
) be used to contact you without your explicit consent

- Restricts first-party cookies that save information that

can be used to contact you without your implicit consent

| Sites

Import

Advanced

Location

Default

physical location

] Never allow websites to request your

Pop-up Blocker

InPrivate

(V| Turn on Pop-up Blocker

Settings

Disable toolbars and extensions when InPrivate Browsing starts

OK

Cancel

Apply
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Per Site Privacy Actions - - X

Manage Sites

£ | Youcan specify which websites are always or never allowed to use cookies,
—& regardless of their privacy policy.

Type the exact address of the website you wantto manage. and then click Allow or
Block.

To remove a site from the list of managed sites, selectthe name of the website and
click the Remove button.

Address of website:

Managed websites:

Domain Setting Remove

Always Allow

Remove all

0 B

«* In the “Per Site Privacy Action” pop-up type “conrep.com” in the “Address of website” box.
% Then click on “Allow” and then “OK”.

% Check the box of “Turn on Pop-up Blocker”.

R/

%+ Click on Settings beside the “Turn on Pop-up Blocker”.
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Pop-up Blocker Settings *- u

Exceptions

Pop-ups are currently blocked. You can allow pop-ups from specific
Z ' I websites by adding the site to the list below.

Address of website to allow:
Add

Allowed sites:

*.conrep.com Remove

clientconrep.com
Remove all...

Notifications and blocking level: l
Play a sound when a pop-up is blocked.
Show Notification barwhen a pop-up is blocked.

Blocking level:

[Low. Allow pop-ups from secure sites v ]

Learn more about Pop-up Blocker

% Add the sites *.conrep.com and client.conrep.com at address of website allow:

% Then in the Blocking level dropdown choose “Low: Allow pop-ups from secure sites”.
% Click on Close.
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“* Now go to Programs tab and click on “Manage add-ons”

r

Internet Options %) A X

| General | Security | Privacy I Content I Connections‘ Programs | Advanced

Default web browser

Internet Explorer is not currently the [ Make default ]

e
b default web browser.

Tell me if Internet Explorer is not the default web browser.

Manage add-ons

(\ Enable or disable browser add-ons Manage add-ons
72—] installed in your system.

v

HTML editing
Choose the program that you want Internet Explorer to use for

9? editing HTML files.

HTML editor: Microsoft Word v ]

Internet programs -

[ -._1" Choose the programs you want to use [ Set programs ]
™ " for other Internet services, such as
e-mail.
ok || cancel Apply

++» Choose Toolbars and Extensions and Disable unwanted add-ons or toolbars.
*» Then choose “search providers” and remove all search providers except default one.

% Then click on close.
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% Go to Advanced tab and configure below settings.

r

Internet Options ? | &%

| General I Security I Privacy I Content I Connectionsl Programsl Advanced I_

Settings

=] Accelerated graphics
[ "] use software rendering instead of GPU rendering*
@ Accessibility
[] Always expand ALT text for images
|| Enable Caret Browsing for new windows and tabs
D Move system caret with focus/selection changes
("] Play system sounds
Reset text size to medium for new windows and tabs
Reset zoom level for new windows and tabs
(=] Browsing

["] Close unused folders in History and Favorites*
Disable script debugging (Internet Explorer)
Disable script debugging (Other)

|| pisplay a notification about every script error

Automatically recover from page layout errors with Comp

< | i | »

*Takes effect after you restart Internet Explorer

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

o Reset.
condition.

You should only use this if your browser is in an unusable state.

OK Cancel

Apply
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r

Internet Options | @ X }

| General | Security | Privacy | Content | Connections | Programs | Advanced I_

Settings

Display a notification about every script error -

Display Accelerator button on selection™®
Enable automatic crash recovery™®
Enable FTP folder view (outside of Internet Explorer)
|| Enable Suggested Sites
Enable third-party browser extensions™
Enable visual styles on buttons and controls in webpages
Enable websites to use the search pane™
Go to an intranet site for a single word entry in the Addre
Notify when downloads complete
Reuse windows for launching shortcuts (when tabbed bro
Show friendly HTTP error messages
(=] Underline links
@ Always
() Hover -
<« | 1T | »
*Takes effect after you restart Internet Explorer

111

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default Reset... ]
condition.

You should only use this if your browser is in an unusable state.

OK Cancel Apply
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Internet Options -

| General I Security I Privacy I Content ] Connectionsl Programsl Advanced I_

Settings

[=7] underline links ~
@) Always
() Hover
©) Never

Use inline AutoComplete in the Internet Explorer Address
Use inline AutoComplete in Windows Explorer and Run DizD

["] use most recent order when switching tabs with Ctrl+Tab
Use Passive FTP (for firewall and DSL modem compatibilil ~
Use smooth scrolling
|| HTTP 1.1 settings
Use HTTP 1.1
Use HTTP 1.1 through proxy connections
=] International™®
Always show encoded addresses
Send IDN server names -
<« | 1T | »
*Takes effect after you restart Internet Explorer

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default Reset... ]
condition.

You should only use this if your browser is in an unusable state.

OK Cancel Apply

CONREP

Psople | Process | Progress
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Internet Options &

l General | Security I Privacy I Content | Oonnectionsl Programs] Advanced L

Settings

Send IDN server names -
Send IDN server names for Intranet addresses
Send UTF-8 URLs
Show Notification bar for encoded addresses
Use UTF-8 for mailto links
4 Multimedia
Enable alternative codecs in HTMLS media elements™®
Enable automatic image resizing
Play animations in webpages™
Play sounds in webpages
|| show image download placeholders
Show pictures

& security
Allow active content from CDs to run on My Computer™

("] Allow active content to run in files on My Computer® -
« | T | N
*Takes effect after you restart Internet Explorer
Restore advanced settings

111

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default Reset...
condition.

You should only use this if your browser is in an unusable state.

OK Cancel Apply
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Internet Options 1P| X |

| General | Security | Privacy | Content | Connections | Programs| Advanced I_

Settings

& security -
Allow active content to run in files on My Computer®
Allow software to run or install even if the signature is inv
Block unsecured images with other mixed content
Check for publisher's certificate revocation
Check for server certificate revocation®
Check for signatures on downloaded programs
Do not save encrypted pages to disk
Empty Temporary Internet Files folder when browser is cl

Enable DOM Storage H

Enable Integrated Windows Authentication™
Enable memory protection to help mitigate online attacks®
Enable native XMLHTTP support

Enable SmartScreen Filter -
<« | 1 | )
*Takes effect after you restart Internet Explorer
Restore advanced settings
Reset Internet Explorer settings
Resets Internet Explorer's settings to their default Reset...
condition.

You should only use this if your browser is in an unusable state.

OK Cancel Apply
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Internet Options

LD

IGeneraI ] Security | Privacy I Content[ Connections Programsl Advanced L

Settings

<« | T | )

|| Do not save encrypted pages to disk -
["] Empty Temporary Internet Files folder when browser is cl
Enable DOM Storage

Enable Integrated Windows Authentication™

Enable memory protection to help mitigate online attacks®
Enable native XMLHTTP support

|| Enable SmartScreen Filter

Use SSL 3.0

[ use TLS 1.0

[ JuseTLs 1.1

[ useTLS 1.2 —
Warn about certificate address mismatch® ﬂ
|| warn if changing between secure and not secure mode
Warn if POST submittal is redirected to a zone that does | +

Reset Internet Explorer settings

*Takes effect after you restart Internet Explorer

[ Restore advanced settings ]

Resets Internet Explorer's settings to their default Reset... ]
condition.

You should only use this if your browser is in an unusable state.

oK Cancel Apply

<+ After all these settings restart Internet explorer.

% Clear the browsing history and cookies.

% Clear Temporary files from the system by following the below
Start>> Run >> “%temp%” type without quotes, and press ENTER.
Then Delete all the files in that folder.

Page | 53



